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ested .ornts for action to be

Orgamsat ional CMP Su

e 'ldentrfy a member of senlor management as a ‘Chief
Information Security Offlcer (CISO) to- coordlnate security
policy compliance efforts -across “the organisation and interact

‘ regularly with CERT-In and sectoral ‘Point of Contact’

"+ Establish a Crisis Menagement Group, on the lines of Sectoral
: _Cnsrs Management Commlttee wrth head of organlsatlon as its
| Charrman f "

. Prepare a list of contact persons complete wrth up«to-date‘
| contact détails ' , -

. Ptepare an O'rgeniseticnal IéVél' CMP on the lines‘of CMP of .

| ."CERT-ln outlining roies responsrbllltles of orgamsatronal

E .'stakeholders CMP cocrdlnatlon process i 4.

. Implement the CMP mcludlng securlty best practlces and';

specn“ ic action pomts as outlrned below: - .
o- Prepare a Security plan and lmplement Secunty control'
measures as per ISO 27001 standard and other-
| gurdellnes/standards as approprlate '
o Carry out perlodlc IT security risk assessments and
; determine acceptable level of risks, consistent with
business impact assessment and criticality. of business
functlons . '
o -Develop and implement a business contmulty strategy
and contmgency plan for lT systems
o Develop and implement ICT disaster recovery and
So ‘"ity incidentmanagement processes '



effectrveness of ‘technical security control . measures
especrally after each srgnlt"cant change to the IT
applrcatlons/systems/networks and it can rnclude
+ Penetration testrng (both announced and
unannounced) | ‘
. Vulnerabit'ity assessment
+ Application securrty testrng
« Web secuyrity testmg
o Carry out audit of . lnformation infrastructure on an
" annyal ‘basis ,and;. when  there IS a major
_'upgradadtron/change rn IT rnfrastructure by an
- rndependent IT ¢ securrty auditing organrsatlon (Ref to list of
: ,CERT-ln empane//ed /T secunty aud/tors on CERT-In web
. site'at http iww, cert-i : '
Report to CERT:n cyber security incidents as and when they
“oceur and status of cyber security perrodrcalty and take part-in.
cyber security mock drilis
- * Participate in the cyber 'security drills to be conducted by'
' CERT-ln on a regular basrs . ‘






